Summary of the September 2025 KY K-12 Education
Technology Leaders’ Virtual Meeting

In case you missed it or want a refresher, the following is what we talked about during the September
16, 2025, EdTech leaders’ virtual meeting. A copy of the video and audio can be found at:
https://mediaportal.education.ky.gov/technology/2025/09/edtech-september-2025/.

Public viewing of the archived webcasts and written summaries are also available on the KDE Media
Portal at: https://mediaportal.education.ky.gov/technology/district-technology-leadership-webcast/ .
Numbers in RED indicate the timestamp for that portion of the discussion so it can be easily located on
the full digital recording.

This was a joint meeting with our OET staff and all the districts joining via Microsoft Teams and/or
YouTube. We will continue to make these available from our KDE media portal so that you can watch
the archived discussion and share with the appropriate people in your district. Poll questions were
posed throughout the meeting and district EdTech leaders were asked to respond as it assists us in
planning and getting a feel for how to best move forward. Your voice and your feedback are important
and extremely helpful to us. Please remember that in addition to these webcasts being available on the
KDE Media Portal, each month’s webcast is accompanied by these written summaries. We encourage
you to share the link and all or any portion of these summary notes with staff throughout your district
who may find the information beneficial to them in their position.

(1:41) KY K-12 Academic Standards Revision Process for Computer Science, Technology, and
Library Media: David Couch and Marty Park informed the group about the legislatively required six-
year revision process for Kentucky Academic Standards in Technology, Computer Science, and Library
Media. All three of these are either at or close to this revision process. Laura Raganas, Sean Jackson,
and James Allen will be leading these respective efforts. An application process for reading and writing
teams and surveys to guide revisions will kick off very soon.

o Revision Cycle Overview: David Couch explained that Kentucky is required by legislation to revise
academic standards every six years, focusing this cycle on Technology, Computer Science, and
Library Media. The process will span the school year and include legislative adoption.

o Application and Survey Process: An application process will be launched for educators and
stakeholders to join the revision and writing teams for each set of standards, accompanied by a
survey to collect input on which areas need revision, from concept to standard level.

o Leadership Assignments: Laura Raganas will lead the Technology standards revision, Sean
Jackson will lead Computer Science, and James Allen will lead Library Media.

o Anticipated Changes: David noted that artificial intelligence is expected to be a significant addition
to the standards, reflecting technological advancements since the last revision.

(5:17) Student Technology Leadership Program (STLP) Updates: David Couch announced the

kickoff of the new STLP year, highlighting the STLP Get Recognized Week led by Jeff Sebulsky, Matt

Kresslein, and Erin Wofford, and encouraged districts to ensure new coaches are informed and

recognized.

o Program Kickoff and Recognition: September marks the start of the STLP year with STLP Get
Recognized Week focusing on updating coach contact information and mapping both new and long-
term programs across districts.
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o Coach Engagement: Districts are encouraged to ensure new STLP coaches are aware of
recognition processes and upcoming events, supporting program visibility and participation.

(7:31) Gmail Delivery Issue Receiving e-mail from e-mail services beyond KY K-12 (e.g.,
University of Kentucky’s Listserv, Gov Delivery, etc.): Matt Jury and David Couch discussed
ongoing issues with Gmail blocking mass or automated emails, advising districts to open tickets with
Google and noting that Google hasn’t been responsive, with workarounds being explored for affected
services like GovDelivery.

For Gmail districts, are you aware of recent increased issues
related to receiving email from mass or automated email
services (email not being delivered to your users likely due to
getting stuck in Google-level spam filters)?

Yes

o Issue Description: Districts using Gmail have reported not receiving certain mass or automated
emails, such as password reset notifications, due to Google’s spam filtering at a level not
accessible to district admins.

o Recommended Actions: Districts are advised to open tickets in the Google Admin console to
report missing emails, and KDE is tracking which districts are affected to escalate with Google.

o Workarounds and Observations: Some success was noted by removing URLs from emails sent
via GovDelivery, suggesting Google’s filters may be blocking messages with certain links.

o Stakeholder Engagement: Districts are asked to report other affected services, and KDE is
considering alternative distribution methods if issues persist.

(14:00) SMTP Relay Service Upgrade: Matt Jury and Kenny Brakefield explained the transition to a
new SMTP relay service for districts, with a DNS change scheduled to begin September 30 and the old
service available until November 11, ensuring a seamless migration for email-related tools.

o Upgrade Timeline: The DNS for ketsmail.us will change beginning on September 30, automatically
moving districts using the hostname to the new relay service. If you are using the old IP-based
service, it will remain in service until November 11.

o Migration Support: KDE will monitor mail traffic and reach out to districts still using the old service,
providing support for transitioning tools like scan-to-email and notification systems.

(17:09) School Report Card Dashboard and Data System Updates: Dede Conner provided updates

on the phased release of the School Report Card Dashboard, the need for districts to approve data by

September 24 for an October 1 release, and upcoming Infinite Campus changes, including a new

virtual enroliment indicator and a major data center update over the holidays.

o School Report Card Dashboard Timeline: Districts need to approve data by September 24 to
prepare for the October 1 public release; delays may be considered if districts need more time,
especially due to fall breaks. Currently, several districts have not entered or verified their data.



Will your district be able to meet the Sept. 24 deadline for
entering and reviewing SRC data?

Ready to go, we are already done

Yes, we work best under pressure and will have everything complete by
9/24

Not zure, | will have to check with others

No, please extend the timeline if at all possible

53 responses
o School Profile Report Requirements: The school profile report must be completed and in/printed
at the local board office before the portal closes, with no post-closure access.

Schools must complete their School Profile Report, get applicable
signatures, and make it available in district board offices by Oct. 1.
Is your district on track to meet this legislative requirement?

Yes, my district's School Profile Report has been signed or is in process and will
be available by Oct. 1
I have concerns about meeting my district meeting this requirement

Not sure but will check to make sure its been printed and signatures are being
gathered to meet reporting deadline

o New Data Elements: A new virtual enrollment program indicator is now available in Infinite
Campus, required by legislation for tracking full-time virtual students.

o Data Center Update Notification: A significant Infinite Campus data center update will occur over
Christmas, requiring districts to update URLs and integration with LMS and one roster
environments; Infinite Campus will coordinate directly with districts.

o CUES Resource Enablement Guide: This guide has been updated and made available as part of
the CUES Resources.

(22:09) GoGuardian Implementation Status: David Couch and Matt Jury reviewed the statewide

GoGuardian rollout, noting most districts have deployed version 19.x, a few are using DNS filtering

only, and KDE is working with districts and GoGuardian to ensure compliance with state and federal

tracking requirements: Title 701 Chapter 5 Reqgulation 120 « Kentucky Administrative Requlations *

Leqislative Research Commission.

o Deployment Status: Most districts have successfully deployed GoGuardian version 19.6 or higher,
which is considered stable; a few districts are still using DNS filtering only or older versions.

What best describes your district's GoGuardian app/version
deployment right now?

We've deployed 19.6 or higher

We've deployed 19.2, but things are running fine

We've deployed a version prior to 19.2

We're running DNS filtening only - which helps while devices are on campus/in
district

52 resnonses

o Compliance Concerns: Districts using only DNS filtering do not meet Kentucky and federal
requirements for filtering and tracking internet activity. There are 14 districts that have chosen not to
move to GG at this time. Some intend to remain with another product and some plan to transition
later during this school year; the current version is very stable, so we are in a good place for those
districts who plan to transition.
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o Follow-Up Actions: KDE field staff will contact/survey districts not yet transitioned or not running
any GoGuardian client, and GoGuardian will follow up with districts that have not completed the
rollout.

o Version Testing and Feedback: KDE continues to test newer versions, with Paul Shoemaker
providing feedback to GoGuardian, and is monitoring for release fatigue to avoid unnecessary
upgrades. There is a version 20.x available; however, we want to gain some stability and try not to
have update fatigue.

(37:56) Connected User Experience (CUES) Project Progress: Chuck and David Couch updated on
the CUES identity management initiative, highlighting the challenges of data cleanup and process
standardization, the role of cohort districts, and the importance of HR and financial system integration
for improved security and efficiency. There is also an interest across state government to implement a
single sign-on experience. This seems to be a blind spot with HR systems and will require someone,
like a Chuck, to educate/champion and have those conversations. Tying in all systems is a really big
deal.

o Implementation Challenges: CUES involves integrating 30 years of data from multiple systems,
requiring significant data cleanup and process changes, with early adopter districts providing
valuable lessons. There is no easy button, but Chuck recommended taking your time and being
concise.

o Cohort Model and Support: Cohort 1 districts have completed initial implementation, and lessons
learned are being applied to improve the experience for Cohort 2, with ongoing support from the
enablement team.

o HR and System Integration: Successful identity management requires close coordination with HR
and other systems (Munis, Infinite Campus), ensuring timely account creation and removal for
security and efficiency.

o End User Benefits: Districts completing CUES report improved end user experience, increased
security, and operational efficiencies despite the initial difficulty of the transition.

(45:34) Office of Education Technology Budget Advocacy: David Couch and Amy Young detailed
ongoing advocacy for increased KETS funding, emphasizing the need for continuous district and
vendor engagement, the impact of inflation and past cuts, and the risk of reduced services or increased
district costs if funding is not secured. David recently attended a groundbreaking ceremony of the new
Johnson Central High School and realized that when requesting funding it is very important to go at it
from all aspects—be a pest, don’t stop, inquire continuously from all angles. We have got to give it all
we’ve got while also leveraging the help of our vendor partners for lobbying efforts. There are always
some areas that will have higher priority, but we have to remain consistent to the finish line.

o Advocacy Efforts: KDE and OET are persistently advocating for increased KETS funding through
board meetings, legislative sessions, and engagement with vendor partners and districts, stressing
the importance of consistent messaging.

o Budget Request Details: The additional budget request addresses inflation, past funding cuts, and
the need for modern cybersecurity, with the submission due to the Governor and legislature by
October 1. Amy Young shared that we began this budget cycle in January 2025 with our ABR
submission, our ABR presentation to the KBE was completed in February, we received the KBE's
priorities in June, we held the KETS Vendor Meeting in July, and we discussed again when going
before the KBE in August to seek approval for disbursement of our KETS funding. This was also a
topic during our CIO Summit in March where the one-pager was shared so CIOs could begin
educating and advocating with their school leaders and legislators.

o District Impact: If funding is not increased, districts may face reduced KETS offers of assistance,
loss of services, or significantly higher/shifted costs for technology services.

o Vendor and District Roles: Vendor partners are encouraged to advocate through their channels,
and districts, especially ClOs, are urged to keep technology funding on the agenda with local and
state leaders.

(55:30) OET Presentation to KY School Facilities Construction Commission (SFCC): David will be
going before the SFCC on September 17 to present the 2025-2026 KETS Operational Plan. Their
acceptance of this plan is the final step that will allow us to begin distributing the KETS offers of



assistance to all 171 school districts during SY2025-2026. The SFCC has been a great partner since
1992.

(56:04) Kentucky Educational Television (KET) Update: KET has sustained a 25% cut in their staff
due to the cut of federal funds they have received annually since 1970. The elimination of Corporation
for Public Broadcasting funding has had a drastic impact on KET and has resulted in them not filling
several vacancies as well as the further reduction of their existing staff. This funding elimination also
impacts radio stations, especially in rural areas, and is having an impact all across the state.

(57:57) Recent and upcoming KY legislative committee meetings that impact KY K-12 education
technology:

1. Interim Joint Committee on Education was meeting on September 16 at 11 a.m. Marty Park and
Sean Jackson headed over to be in attendance for the Computer Science and Al Literacy
presentation listed as item #5 on the agenda below. Sean represents KDE and OET as the
Computer Science Lead for KY K-12.

Interim Joint Committee on Education
Meeting 4 Agenda

Tuesday, September 16, 2025 11:00 AM
Annex Room 154

1. Call to Order and Roll Call
2. Approval of Minutes
3. Code Red
Natalee Miller, FCCLA Member
Mason County High School
Ainsley Roberts, FCCLA Member
Mason County High School
4. 2024 RS 5B 253
Senator Jimmy Higdon
Senate District 14
Laura Amold, Director of Workforce Development
Melson County Schools
Mary Taylor, Industry Training and Development Specialist
Kentucky Department of Education
5. Computer Science and Al Literacy
Julia Wynn, Director of State Government Affairs
Code.org
Dr. Sheri McGuffin, Manager of Development and Innovation
AdvanceKentucky
Meonique Rice, Program Director of Computer Science Initiatives
AdvanceKentucky
Alicia Sells, Chief Executive Officer
We Lead CS
Dr. Sean Jackson, K-12 Computer Science Lead, Office of Education Technology
Kentucky Department of Education
6. Fayette County School District Budget Update

Dr. Demetrus Liggins. Superintendent
Fayette County School District

2. IT Oversight Committee on 10 Sept (https://www.youtube.com/watch?v=sTeGXunnK5Y) - David
Couch summarized his recent presentation to the Information Technology Oversight Committee
(ITOC), focusing on Kentucky’s brokered services model, mainframe migration, cybersecurity, and
the importance of KETS-provided Internet and technology services. Mike Leadingham and Bob
Hackworth were also at the table for this presentation to the ITOC.



https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DsTeGXunnK5Y&data=05%7C02%7Clisa.moore%40education.ky.gov%7C765802ebb737411416df08de12f24ac8%7C9360c11f90e64706ad0025fcdc9e2ed1%7C0%7C0%7C638969029415683356%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=jKeoRSQgSoUXriebNwaU7SUXQ%2FESg9%2F9%2BHfY8vyIhwc%3D&reserved=0

10:00 am, Annex Room 129
INFORMATION TECHNOLOGY OVERSIGHT COMMITTEE
Agenda:
Approval of Minutes
From the August 13, 2025, meeting
Discussion of ITOC Form
Commonwealth Office of Technology
« Jim Barnhart, Chief Information Officer, Commonwealth Office of Technology
* David Carter, Deputy Chief Information Officer, Commonweaith Office of Technology
» Kari Welch, Executive Director for the Office of Architecture and Governance, Commonwealth Office of Technology
Department of Education
+* David Couch, Associate Commissioner, KY K-12 EdTech Leader and Chief Information Officer , Office Education Technology
» Mike Leadingham, Director of Planning and Project Management, Office Education Technology
* Bob Hackworth, KY K-12 Chief Cybersecurity Officer, Office Education Technology

Transporation Cabinet
* Heather Stout, Executive Director, Office of Information Technologies, Kentucky Transportation Cabinet

Secretary of State
« Jenni Scutchfield, Assistant Secretary of State, General Counsel, Secretary of State

= David Dukes, Senior IT Engineer

Cabinet for Health and Family Services
= Jennifer Harp, Executive Director, Office of Application Technology Services, Cabinet for Health and Family Services

Discussion of the Kentucky Communications Network Authority and Related Legislation
- Senator Gex Williams, Senate District 20

Brokered Services Model: KDE’s approach of using vendor partners for large-scale systems is
recognized as a model for other state agencies/states reducing reliance on outdated
mainframes/legacy systems and homegrown systems.

Cybersecurity Emphasis: David highlighted the need for staff cybersecurity awareness, strong
product standards, and the benefits of cloud-based, off-the-shelf solutions for risk management.
Healthy Data Diet/Data Minimization: KDE is working to eliminate unnecessary storage of
student Social Security numbers, reducing risk in the event of a data breach. David spent time
on how his peers have moved away from collecting SSNs and have removed student SSNs.
KETS Internet Importance: Legislators were briefed on the critical role of KETS-provided
Internet for instruction, operations, and security, with examples of the impact if services were
interrupted. We just passed the first full year of the NGKI implementation and the feedback from
district ClIOs and Supts is NGKI has been a grand slam service. Continuity of service is crucial,
but the quality and reliability are equally important.

For additional background, David shared with them the comments from the APA audit report
recently done on the KDE:

o Auditor of Public Accounts Review: David referenced the Auditor of Public Accounts'
(APA) extensive review of the Kentucky Department of Education, noting that the report
highlighted noteworthy accomplishments in education technology. According to that recently
released report in August 2025 by APA it states:

“The Kentucky Education Technology Systems (KETS) is highly regarded as a forward-leaning,
innovative approach to statewide school technology. KDE’s technology functions are highly
regarded by the district superintendents. Since creating KETS in 1992, the Office of Education
Technology (OET) has strived to be a leader in innovative K-12 education technology with a
mindset for continuous improvement. Numerous systems and technology resources are
provided statewide, and KDE facilitates collaboration between the districts. Kentucky’s
educational technology effort is well organized and planned under the umbrella of KETS. KDE
equips school districts statewide with technology systems and services that most other state
departments of education do not provide. Some of the common technological functions and
capabilities provided to public schools across the Commonwealth are:

Student information system (Infinite Campus)

Financial system (Enterprise ERP, formerly MUNIS)

Internet Bandwidth for every district

Regional system engineer support

Facilitation of district technology leader collaboration, instructional technology
leadership, and a Student Technology Leadership Program



e Cybersecurity and internet safety functions
e Learning management system
e Email and other common applications”

(1:20:07) Recent HealthEquity Cybersecurity Breach: Bob Hackworth and David Couch discussed a
recent security incident involving compromised staff accounts used for HealthEquity access,
highlighting the importance of MFA, strong passwords, and not reusing KETS credentials for personal
accounts, with lessons learned from both Kentucky and Nevada incidents.

o Incident Overview: 43 staff members from 17 districts experienced compromised staff accounts
used to access HealthEquity HSA/FSA apps, resulting in financial losses for some staff.

o Root Causes: Most affected accounts lacked enforced MFA and used weak passwords; nearly all
were in Google-based districts.

o Recommended Actions: Districts are urged to enable and enforce MFA for all staff accounts
immediately, educate staff about not reusing KETS credentials for personal services, and
coordinate with vendors to reinforce these practices.

o Lessons from Other States: A Nevada incident showed that publicizing required password
changes can trigger massive phishing attacks, so districts should ensure security before making
public announcements. Transparency is good, but you need to have safeguards in place before
making such public announcements of actions required by users.

(1:26:58) Virus Protection Transition Planning: Mike reminded districts that statewide Trellix virus
protection will end in June 2026, encouraged districts to review endpoint protection recommendations,
and asked for poll responses on transition plans.

Which of the following best represents where your district is
at in the process of planning to transition away from the
KETS endpoint protection shared service?

Already moved to new solution
Have a definite plan
Have an idea but not committed

Have no idea

50 responses

o Transition Timeline: Districts must plan to transition from Trellix by June 2026, with KDE providing
guidance and recommendations for alternative endpoint protection solutions.

o Support and Resources: Assistance is available for districts needing help with planning and
implementing new virus protection solutions, and resources are posted on the KDE website. Please
reference the Endpoint Protection Guidelines:
https://www.education.ky.gov/districts/tech/kpur/Documents/KETS Endpoint Protection
Recommendations...

(1:29:00) Other Items to Note:

e The KY K-12 CIOs and EdTech Leaders webcast for 21 October 2025 will be moved from the
normal day (i.e., the 3 Tuesday of every month) to Friday morning, 24 October 2025, at the
Kentucky Association for School Technology (KAST) fall conference in Lexington.

e Infinite Campus SSN removal tool information:
https://www.education.ky.gov/districts/tech/sis/Documents/SSN_Removal _Tool Guidance.pdf

e October 2025 marks the 22nd Cybersecurity Awareness Month, a global initiative to promote online
safety. This year’s theme, “Secure Our World,” highlights four simple actions everyone can take/
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Will your district use Cybersecurity Awareness Month as a
platform to provide additional activities to bring awareness to
how everyone is responsible for cybersecurity?

Yes. (Please share your ideas and planned activities in the meeting chat)

No

Possibly, but | haven't thought about this yet

47 responses

Here are a few (unvetted but promising) Cyber Security Awareness Materials from various sources:
CISA - https://www.cisa.gov/cybersecurity-awareness-month

National Cybersecurity Alliance - https://www.staysafeonline.org/cybersecurity-awareness-month
Infosec Institute - 21 Free Cybersecurity Awareness Month Resources | Infosec

Microsoft - Secure Our World—Together
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